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Abstract
Children often appear in smart home website marketing ma-
terials as users (e.g., a child talks to grandparents through
a smart display). However, prior work has found usability,
privacy, and safety issues regarding children’s use of smart
home technologies. To understand how smart home product
websites depict children’s experiences and interactions with
different types of products, we report a work-in-progress con-
tent analysis of smart home website marketing materials to
provide an initial overview of the research problem space and
analytical approaches. Preliminary findings reveal discrepan-
cies between the depicted child-friendly smart home use cases
and vendors’ actual practices to accommodate children’s us-
age and needs. Smart home vendors paint a harmonious and
safe picture of children being active and/or passive users in
the smart home, but there is inadequate information regarding
how their products might be used (or misused) by children
and child-friendly design features. Our insights demonstrate
the need for companies to create child-inclusive smart home
design to live up to the depictions in the marketing materials.
Regulators also need to address the deceptive and misleading
use of children in the smart home marketing space.

1 Introduction and Background

Product website marketing materials often demonstrate fea-
tures, functions, and specifications of a product. Such infor-
mation needs to be truthful and not misleading to consumers
under FTC enforcement [4]. Smart home product website
often use emotional marketing to appeal to consumers’ asso-
ciation of the products with family happiness and protection.
As families adopt smart home technologies for purposes such
as enhanced comfort, convenience, security, and entertain-
ment [1, 3, 10, 12], children inevitably become users and/or
data subjects of such technologies. For instance, smart home
products such as Google Nest Hub, Facebook Portal, and
Amazon Echo Show are often used by children for commu-
nication and entertainment [2, 13]. While smart home prod-
ucts are primarily intended for adults users, many (e.g., smart

locks, doorbells, robot vacuums) could often end up being in
close contact or used by children, posing physical privacy and
safety risks especially when such devices might not be de-
signed with children’s unique needs in mind [13]. Smart home
technologies with digital components such as smart displays
and cameras are also windows to the internet, introducing
digital privacy and safety risks to children [13].

While there has been extensive research on smart home
privacy and security issues [5, 15], little work has focused
on children. Prior work focusing on children has found us-
ability [2], security [8, 17], and privacy [7, 13] issues in chil-
dren’s interactions with smart home technologies. Since chil-
dren are often considered as bystanders in the smart home
with less active involvement in accessing and controlling the
devices [6, 16], existing smart home features often have in-
adequate support for children’s use cases [13]. While smart
home marketing materials frequently situate their products in
a family setting that involve children’s participation, little is
known regarding how children’s smart home experiences are
portrayed and envisioned by the smart home vendors. Examin-
ing the depicted children’s smart home experiences from the
vendors’ perspectives can help us better understand whether
the child-friendly uses cases are reflected in the actual prod-
uct design features or merely a painted illusion to mislead
consumers’ purchases.

As such, our research explores the following questions
through an content analysis of smart home website marketing:

• RQ1: How are children depicted by smart home vendors
in their marketing materials?

• RQ2: How do smart home vendors present child safety
and privacy related information (e.g., through parental
control, safety disclaimers, and privacy policy)?

• RQ3: What gaps might exist between the depiction of
children in smart home marketing (RQ1) and the pre-
sentation of child-related safety and privacy information
(RQ2)? In other words, are the portrayed child-friendly
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use cases reflected in the actual product design and ven-
dors’ communications?

2 Method

Starting at September 2021, we have been cataloging and
annotating types of smart home technologies that are in fre-
quent contact with children as identified from previous re-
search [6, 12, 13], such as smart speakers, displays, locks,
cameras, and robot vacuums. We then looked through ranking
and rating articles of such these types of smart home products
from credible review sites such as PCMag 1 and Mozilla. 2

Two study team members reviewed around 150 smart home
product websites and recorded approximately 100 that include
children-related pictures or keywords.

2.1 Data Analysis
We qualitatively analyzed smart home web-marketing content
based on three high-level categories informed by the literature
and analytical memos [11]: (1) the presentation and functions
of smart home products in relation to children, (2) children’s
depicted smart home experiences and interactions, and (3)
presence of child safety and privacy related information.

The first high-level category captures the depicted smart
home product features, use cases, control functions, place-
ment in the home environment, and visual styles (e.g., pic-
tures or animates). For instance, we adapted insights from
Strengers et al. [12] into codes to capture three primary bene-
fits of smart home technologies: (1) protection, which applies
to both the home property and the residents; (2) productiv-
ity, which brings in convenience and controllability by saving
time and reducing mental/physical effort for families in living,
working, multi-tasking, and other daily tasks; and (3) plea-
sure, which refers to fun and entertaining activities. Through
the lens of different types of smart home benefits, we could
identify if and how children are depicted as beneficiaries of
certain smart home use cases and technologies.

Codes in the second category were created using a bottom-
up approach through analytical memoing. Examples include
how smart home marketing materials depict children’s char-
acteristics (e.g, age, expression, and developmental differ-
ence), smart home use cases and scenarios (e.g., active vs.
passive), and interactions with other people (e.g., independent
use vs. co-use). We aim to understand children’s role in the
smart home marketing materials, how children of different age
groups might be portrayed as active or passive, independent or
dependent, driver or bystander users for different smart home
technologies in various contexts.

The third category focuses on child safety and privacy.
We adapted findings from Sun et al. [13] into codes regard-

1https://www.pcmag.com
2https://foundation.mozilla.org/en/privacynotincluded/

ing risky smart home characteristics (e.g., with motors, heat-
generating), presence of parental control, availability of safety
instructions, and child-specific smart home features (e.g., a
child-specific version or content). We aim to understand if the
depicted child-friendly product use cases are reflected in and
supported by the actual product features and related resources
such as safety instruction and privacy policy.

3 Preliminary Findings and Discussions

Our preliminary findings show that children are frequently
featured as active users in smart home experiences that center
around pleasure (e.g., listening to music and stories) and pro-
ductivity (e.g., setting a timer, locking a door). This portrayal
is especially common in marketing materials for smart speak-
ers, displays, lights, and locks (see Figure 1 in Appendix). On
the other hand, children tend to be portrayed as passive users
who are safe and being cared for in protection-related experi-
ences that are created to advertise smart cameras, thermostats,
smoke alarm, and robot vacuums (see Figure 2 in Appendix).
Children are not directly engaging with such devices in these
scenarios.

Our preliminary findings also show a lack of child safety
resources and proper parental control guides for smart home
products. For the few companies that have addressed child use
cases on their product websites, safety instructions could be
hard to find. For instance, Figure 3 shows a child-grandparent
interaction via Portal, however, an inconspicuous disclaimer
in Q&A states “while Portal is designed to help families con-
nect, it is not a children’s device and shouldn’t be used without
parental supervision [9].” Other safety instructions mainly fo-
cus on internet safety and screen time without addressing
smart home specific physical safety. For example, Figure 2
(left) depicts a smiling child playing alongside an iRobot vac-
uum. Despite parents’ concerns about robot vacuum posing
physical risks when it is around children [13, 14], there are
no child safety instructions on iRobot’s product page.

Our preliminary findings indicate a discrepancy between
smart home vendors’ depiction of families as their target au-
dience and the actual presentation of child-safety information
in marketing materials. While children are commonly de-
picted as beneficiaries of safe and harmonious smart home
experiences, the marketing materials show neither adequate
transparency regarding child safety nor actual child-inclusive
design features to account for children’s unique needs. Such a
discrepancy provides misleading illusions that children could
be safe and sound near these technologies, whereas in reality
smart home vendors might fail to meet corporate responsibili-
ties of ensuring child safety. Companies need to review their
marketing materials to ensure the inclusion of child safety
related information as well as center child safety in their prod-
uct design. Regulators such as the FTC should also tighten
the oversight of deceptive marketing in the smart home sector.
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Figure 1: Children depicted as active users of Amazon Echo Show (left), Phillips Hue (middle), and Wyze smart lock (right).

Figure 2: Children portrayed as passive users of iRobot (left), Ecobee monitoring camera (middle), and Nest thermostat (right).
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Figure 3: A young child interacting with a grandparent via Meta Portal.
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