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Abstract
Digital technologies provide youth with the opportunity to
connect with friends, develop relationships, engage with on-
line communities, and build supportive relationships. How-
ever, unfettered access to digital technologies may enable
youth to engage with risky sexual content, as well as with
adults that intend to manipulate youth for the purpose of sex-
ual exploitation, or “grooming. There is an opportunity to
investigate youth digital risks and harms in the context of sex-
ual violence. To mitigate these harms we need to understand
how youth experience manipulation and coercion leading to
disclosure of personal information which may include the
compelled sharing of consensual and non-consensual intimate
images (NCII). There is an inherent challenge in designing
sociotechnical systems that create safe digital spaces and dis-
covery for youth while at the same time preventing child
sexual exploitation.

1 Introduction

As technology use has become an integral part of teenagers’
lives, it is also being used as a tool of abuse in teenagers’
interpersonal relationships [24]. Protecting youth from digital
risks and harms has been identified as a critical issue [25].
A survey conducted by Pew Research of 1,060 teens (ages
13-17) found that 35% have had a romantic relationship and
8% have met a romantic partner online [3, 14]. While tech-
nology opens up new opportunities for youth to explore their
sexual identities, it also introduces new risks [14]. Consistent
access and exposure to media, including content posted by
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peers, has raised concerns regarding increased exposure to in-
appropriate content, online harassment, sexual coercion, and
cyberbullying [12, 18, 21].

Compounding the challenges is the gap in the fundamen-
tal understanding of adult stakeholders of both the terminol-
ogy and functionality surrounding the applications used by
youth [5]. This disparity in understanding technology impacts
the ability of stakeholders to assess risk and mitigate harms.
For instance, it may be challenging for a parent/guardian to
encourage a child to approach them if NCII is received via
their Snapchat account when a parent may be unaware of the
image-sharing feature of the software. In addition while Apple
has recently integrated a new safety feature to warn children
on the explicit nature of a received photo, there is still consid-
erable work to be done as to how this might fit into a wider
preventative approach on digital harms. Parents and caregivers
may be unaware of how youth may be engaged on different
platforms by adult strangers impersonating youth and/or how
youth may choose to share consensual images with strangers.
Additionally, prior research has suggested that youths’ digital
sexual risk experiences vary based on if the youth is engaged
with an intimate partner or with a stranger [6, 11] and if the
sharing of images is consensual or non-consensual [7, 28].

To investigate the risks and harms that teenagers encounter
online, we pose the following challenge questions:

1. What solutions have researchers thought
about to address youth digital harms in terms of
interventions and policy?

2. What challenges and opportunities exist for
[schools, technology companies, government, law
enforcement, etc.] to respond to technology abuse?

3. How do we ethically study digital abuse of
minors given the range of abuse?
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2 Research Background

The psychological trauma and stress resulting from the delib-
erate sharing of intimate images has been well documented
in the adult population but there is a need to further under-
stand this behavior within the adolescent population. NCII
can be disseminated via mobile devices and social media
and captured through screen recordings and images, poten-
tially causing a lasting impact by which the images later
resurface impacting work and educational opportunities [19].
Prior work has focused on the prevalence of both consen-
sual and non-consensual intimate imagery among college
students [4]. Other studies have focused on decision-making
by adults when sharing intimate imagery and reactions to
non-consensual sharing [29]. In addition, legal research has
focused on NCII in the context of image-based sexual abuse
and has noted the harm caused to victims and society and the
need for legal intervention to encourage change [16, 17, 20].
In describing the harm to victims, McGlynn et al notes how
a fake Facebook account was used to perpetrate abuse in the
context of NCII (also known as revenge porn) [16, 17] and
discusses the impact of account impersonation and NCII. It
is important to note that the terms NCII, cyber sexual abuse,
revenge porn and image-based sexual abuse are at times used
interchangeabley in referring to the act of sharing an intimate
photo of another individual without their consent.

Previous work has shown that teenagers use technology
to share intimate images within their romantic relationships
which is commonly referred to as sexting [10]. Although
sexting may be consensual, motivations for sharing images
have also been connected to peer pressure [22,30]. Prior work
has explored the technological and social context of teenage
sexting concluding that that this behavior occurs primarily
through mobile applications and that sexually explicit pho-
tographs could be used to coerce or threaten someone [26].
However, teenagers’ experiences with the sharing of NCII has
not been well captured by existing research [8, 9, 13, 23, 27].
Our research suggests that NCII is a primary concern of
teenagers and that they experience challenges in coping with
NCII-related issues, as well as challenges in identifying coer-
cion as abuse in intimate relationships, often explaining these
behaviors in terms of perceived social norms.

These challenges are often noted by the teenagers
themselves as indicated in prior research addressing self-
disclosures of sexual abuse on social media [1, 2] as well as
the sharing of self-disclosure on intimacy [15]. Other work by
Razi et al. analyzed 4,180 posts from an online peer support
mental health forum [21]. They found that the most prevalent
type of sexual interaction for which teenagers sought support
was sexting with 66% of these posts seeking support to ad-
dress sexual messages and/or nude photographs or videos [21].
The authors suggest that spaces where the discussion of sexual
experiences occur should be designed for teenagers to have
honest and safe conversations about their sexual experiences,

both online and offline [21].

3 Future Work

New sociotechnical approaches that combine technological
innovation with personalized assistance are needed to miti-
gate technology-facilitated abuse involving youth. We aim
to investigate how perpetrators surveil and exploit teenagers
and how these situations can lead to disclosure and harm.
This will help to inform the design of tools that provide dig-
ital privacy and safety education, and facilitate constructive
conversations between parents, caregivers, youth, educators,
and advocates on the benefits and harms of social media and
wider internet use. This research will also inform a digital
literacy tool developed by our research group that provides an
interactive social media simulation by combining experiential
learning with educator-facilitated classroom lessons.
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