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1 Introduction

From the youngest age, children spend a considerable time of
their day online. Among others, it offers them the opportunity
for early learning, exposure to new ideas and knowledge, and
the development of valuable digital skills for their future [10].
At the same time, it is a space where they encounter a variety
of risks, ranging from cybergrooming to data tracking.

This position paper explores the limitations of different
stakeholders in protecting children’s privacy and safety online,
showing that the final responsibility lies with the parents.
Based on our observations, we discuss issues related to the
job parents must fulfill and propose future research directions.

2 Discussion of Stakeholder Limitations

The UN Convention on the Rights of the Child (CRC) clearly
obliges governments to make sure that all children can en-
joy the rights set out in the convention (Art. 4, CRC). For
this, it is necessary to have a strong legislation at hand that
prohibits online crime against children and regulates com-
mercial interests to the disadvantage of children. However,
in addition to promoting children’s rights, policymakers are
also under pressure to meet economic expectations. Having
other objectives, commercial organisations will not make the
implementation of children’s rights to their number one prior-
ity, especially if possible measures contradict their original
goals. Consequently, children’s best interest, as set out in Art.
4 (CRC), will not always translate in laws. Besides, legislation
cannot cover all possible scenarios and is likely to be too slow
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for fast technological developments [8]. Possible loopholes
may be exploited by corporations to maximise profits. Fur-
thermore, although commercial players can be expected to
comply with the law, criminals will not. Unfortunately, the
General Data Protection Regulation (GDPR) has shown that
law enforcement online is still lagging behind. Only last year,
[5] conducted analyses comparing third-party tracking in apps
before and after the introduction of the GDPR, showing that
change was limited.

Therefore, additional measures are needed to protect chil-
dren. In fact, both academia and industry have been avid in
creating educational resources for children. In a recent exten-
sive review by [13], on multimedia tools for cybersecurity
awareness and education, 69 of 119 tools addressed children
of different ages. Empowering children to recognise threats
and to protect themselves is indeed the most promising pro-
vision in helping children online. Ultimately, they are the
ones confronting the threats online. However, opinions on
how much responsibility a child can bear on its own differ
strongly. Children are either seen as innocent and incompe-
tent, who need to be protected by adults, or as self-determined
individuals, who need to be empowered to protect themselves
[6]. Surely, the truth is somewhere in the middle and depends
heavily on the individual child. In any event, it can neither be
expected that children know by themselves how to deal with
difficult situations online nor that they actively educate them-
selves on how to do so. Even the most responsible and mature
child will not spend time on the most entertaining educational
resource on online safety on its own. Consequently, regard-
less of one’s point of view on children, it is evident that the
help of grownups is needed. Undoubtedly, many will seek for
schools to assume this role and integrate education on online
safety into their curriculum. There are promising attempts to
do so; however, a comprehensive implementation will take
time. Establishing media education in an already extensive
curriculum among traditional subjects such as Mathematics,
English, or History will need rethinking among many actors.
Furthermore, research has shown that only few children turn
to teachers when faced with problems online [2].
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Therefore, the responsibility to bridge the gap between
legislation, children’s own abilities to protect themselves, and
schools’ limited possibilities remains on parents. Parents are
in many ways ideally equipped to guide their children in their
online experience. Not only do they have their child’s best in
mind, parents usually see their children every day, know them
much better than other grown-ups in the child’s environment,
and are able to tailor education on online matters according
to the present needs of their child [7].

3 Issues Related to the Parental Role

However, to make parents take on their role as privacy and
cybersecurity mentors, parents need to be aware of their task.
Unfortunately, parents are no different than other adults in
being afflicted by the privacy paradox, the discrepancy be-
tween being concerned about online privacy and not acting ac-
cordingly. This phenomenon has been extensively researched
(compare [1]). While the reasons are manifold, the conse-
quence is always the same: people are staying inactive in the
light of an increasing chase on their data, leaving the stage
open not only to commercial actors but also to criminals who
exploit naive online behaviour to commit on- and offline fraud,
identity theft, and other criminal actions. Due to their obliga-
tions towards their children, the consequences of the privacy
paradox weigh double for parents.

Furthermore, there are a number of specific difficulties
related to the role a parent has in the life of a child:

1. Parents are in no way neutral to their children. Usually,
they have their own ideas and expectations on how the
child should behave online. Wanting to protect their off-
spring from harm, some parents unintentionally limit the
online opportunities their children could take advantage
of.

2. Depending on the parenting style, some parents want to
control parts or even the entire online experience of their
child. This leads to a privacy invasion in itself, affecting
not only the child but also its friends [3, 9].

3. When they grow older, children increasingly seek to
become independent from their parents. In fact, research
has shown that only few children come to their parents
when faced with problems online [12]. Rather, they seek
the supposed expertise of peers [2]. For parents, this
is a difficult situation where some tend to cling to their
child. In doing so, however, children are confirmed in
their wish to distance themselves even more from their
parents.

Apart from these relational obstacles, many parents feel
overwhelmed by the pace of both technological developments
and the changing online activities of their children as they
grow older [4, 7, 11].

4 Future Research Directions

In view of the necessity of parental intervention, future studies
on the "parental privacy paradox" are needed. Indeed, making
parents understand the need to act seems to be the biggest
challenge for the protection of children online at the current
stage. Therefore, we recommend investigating whether the
interest of parents in privacy and cybersecurity is greater than
that of other adults, if the issues are explained in light of their
growing child. Closer inspection is also needed on how to
reach less priviledged parents, as their children are particularly
at risk [7]. Furthermore, future studies should focus on how to
translate parental interest in privacy and cybersecurity topics
into action. We presume that one of the difficulties is that
parents do not know what to do. As a matter of fact, none
of the resources in the analysis by [13] was designed to
educate parents. While there are various nonprofits providing
parents with information material, it seems that academia has
so far neglected an empirical evaluation of such as well as an
analysis on how parents can best be supported in their task.
Our analysis suggests that future work should not only focus
on what parents should teach their children but also on how
they should teach their children, taking into account parents’
specific role as guardians.

5 Conclusions

Profiting from many opportunities online, children also face
a variety of threats. In this position paper, we have shown
that the efficacy of government, corporate, and school efforts
to protect children from these is limited. Although children
can assume some of the responsibility themselves, parental
assistance is also needed. Against this backdrop, future re-
search must examine how to overcome the parental privacy
paradox. Furthermore, future studies need to investigate how
to best support parents in their task of teaching children how
to protect themselves online while maintaining harmony in
their family.
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