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Abstract—Online sexual predators are people who gain the trust
of minors online for the purpose of eventual sexual gratification.
Despite NLP models existing to help Law Enforcement Officers
(LEOs) in catching online predators, these models do not take
the theory of online grooming stages from psychology into
account in automatic text classification problems, due to which
the developed predator conversation detecting systems are not
robust. In response to these challenges, we propose a classifier
based on a Deep Artificial Neural Network (ANN) to characterize
conversations into six online grooming stages as a triage
mechanism to help LEOs. To the best of our knowledge, no work
has been done to classify each chatline computationally into six
grooming stages (Friendship, Relationship, Risk Assessment,
Exclusivity, Sexual, & Meeting). Our experimental results on a
small corpus have an accuracy of 92% in automatically
classifying chat lines into six grooming stages. Our preliminary
results indicate a significant overlap with human hand-coding
transcripts, and thus can significantly reduce the time spent in
training human coders.
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I. INTRODUCTION
According to the recent report published by the

National Center for Missing and Exploited Children
(NCMEC) states that 2020 was a record-breaking year with
more than 21.7 million reports recorded for child sexual
exploitation. This shows a 97.5% increase in the number of
cases compared to the previous year. As a result, the number
of child exploitation cases reported to law enforcement is
overwhelming [6]. Manual monitoring of chats is difficult
due to the massive size of the data. Despite the existence of
Natural Language Processing (NLP) models to catch
predators, none of them considers currently recognized
psychological and behavioral patterns like those enumerated
in O’Connell’s six stages for online child grooming
(Friendship Forming, Relationship Forming, Risk
Assessment, Exclusivity, Sexual, and Meeting) [5]. These
patterns are crucial for properly classifying risky behavior
specific to the grooming of minors. We believe that to build
a sophisticated and non-failing surveillance system a deeper
knowledge of psychology of the sexual predators is required
to be implemented rather than keywords-matching or phrase
matching systems. As indicated by [3], due to the massive
size of data, text classification to identify grooming stages
can be too costly and time-consuming, and high accuracy
often implies the need of a manual annotation. We propose
here to separate some tasks that can be annotated
automatically with high accuracy and leave manual
annotation to those parts of text that require it.

We use this background to motivate the design of
CATTbot, a chatbot that emulates the level of human
hand-coding of transcripts in labeling grooming stages.
Through our work, we aim to construct the framework for a
real-time automatic device that could flag an ongoing verbal
exchange on the Internet as predatory chats. The framework
will make use of textual content analytics, and our proposed

automatic Deep Neural Network based classifier. The tool
we will design with this framework can be deployed in a
conversation tracking software with plug-ins to detect sex
predators from the conversation patterns.

In this paper, we describe our ongoing work towards
developing this framework. While previous authors have
used classifiers to identify characteristics related to
grooming[1,2,4], we aim to build an automatic classifier that
classifies chat lines into six grooming stages [5] that are
used by predators to entrap minor victims during online
conversations.

II. BACKGROUND AND RELATED WORK
Using the internet, sexual predators can smoothly

and anonymously converse with minors. [9] To examine a
predator's behavioral and linguistic patterns of chat
communication with a minor online, we use the theory of
online grooming [5]. We use a Deep Artificial Neural based
classifier to characterize each of the stages of the grooming
process as defined below:

1) Friendship Forming: Predators attempt to acquaint
themselves with a minor by exchanging age, name, address,
etc. E.g., asl?, asking about social media or other online
accounts. E.g., r u on social media? [8,9]

2) Relationship Forming: Predators want to convince
the minor that they are in a relationship with them by
learning the minor's interests, activities, hobbies, etc. E.g.,
what r ur interests? discussing the minor's school life,
friends, and family accounts. E.g., do u have a boyfriend?
[8]

3) Risk assessment: Predators attempt to assess the
level of threat and danger in chatting with a minor by asking
if the child is alone, or under adult or friend supervision.
E.g., r u alone in the room? and acknowledging
wrong-doing. E.gIf anyone finds out about us I can go to
jail. [9]

4) Exclusivity: Predators seek to gain trust of the child
by building mutual trust. E.g., i won't harm you. Showing
strong affection by using falling in love words. Talking
about the future together. [9]

5) Sexual: Predators mainly talks about sex by using
words about intimate parts, body, biology, etc., asking for a
hot picture. E.g., can u send me your nude pics?[9]

6) Meeting: Predators attempt to meet the child
in-person by arranging meetings. E.g., well if u and I can get
there I would love to come meet you [9]
Automatic methods have previously been created for
distinguishing predators from non-predators using SVM and
kNN classifiers [11,12,13,20], Naïve Bayes & Neural
Network classifiers [13,14] and rule-based classifier [18]
However, for the development of a system detecting
predators in online conversation, a more granular automatic
system is required that can characterize online grooming
tactics for creating a robust sexual predator detector system.



We attempt to detect those salient features in online
conversations by building a deep artificial neural network
classifier.

III. METHODOLOGY
The architecture of CATTbot comprises five steps:

1) Collect predatory chats for text processing;
2) Data pre-processing by translating non-English to

standard English language, tokenization, lower casing,
removing stopwords, and stemming;

3) Feature extraction using bag-of-words;
4) Classifying six grooming stages using Deep ANN

classifier.

A.  Data Collection and Annotation
We collected our chats from a set of conversations

between vigilantes, known as decoys, and convicted
predators. These chats are publicly available through
Perverted Justice (PJ), the vigilante organization. Out of 623
chats between a decoy and predator available on PJ website,
we randomly selected 60 chats for manual annotation for
our research work to be used for training later. We have also
used 20 chats originally annotated for [18]. During the
annotation process, each line produced by a predator was
manually labeled to six grooming stages by one or two
cyber deviance experts. There were a total of 53,682 lines
and 4,76,283 words in these 80 conversations. (Shown in
Table I)

TABLE I.           PJ DATASET COLLECTION AND ANNOTATION
STATISTICS

Type of statistics Annotated chats
Total chats 80
Total chatlines 53,682
Total words 4,76,283
Words per chatline 8.87
Avg. Lines per chat 671.02
Avg. words per chat 5953.53

B. Data Pre-processing and Feature Extraction
In the grooming conversations, the language was

very informal. The vocabulary also included a variety of
spelling errors, emoticons, abbreviations, and slang.
Approximately 600 terms consisting of emoticons,
abbreviations, and slang were translated into the standard
English language (instances are shown in Table II). The
normalized dataset was then tokenized using NLTK toolkit,
stop words were removed, and stemming was performed
using Porter stemmer.

TABLE II.           NONSTANDARD TO STANDARD LANGUAGE
TRANSLATED ENGLISH TERM

Chat Slang / Emoticons Translated terms
asl Age, Sex, Location
OMG Oh my god
idk I don’t know
<3 Love
:’( Crying

C. Deep ANN Grooming Stages Classifier
We have built a deep artificial neural network that

can classify each chatline into six grooming stages using
bag-of-words feature extraction. Our ANN consists of three

hidden layers and one output layer with the following
neurons: , ,𝐻𝑖𝑑𝑑𝑒𝑛 𝐿𝑎𝑦𝑒𝑟1 ϵ 𝑅64 𝐻𝑖𝑑𝑑𝑒𝑛 𝐿𝑎𝑦𝑒𝑟2 ϵ 𝑅32

, and . Input for𝐻𝑖𝑑𝑑𝑒𝑛 𝐿𝑎𝑦𝑒𝑟3 ϵ 𝑅32 𝑂𝑢𝑡𝑝𝑢𝑡 𝐿𝑎𝑦𝑒𝑟 ϵ 𝑅6

the activation function is denoted as:

𝑍[𝑙] = 𝑊[𝑙]𝐴
[𝑙−1]

+ 𝑏[𝑙]

Where , and are the lth layer weight and𝐴[0] = 𝑋 𝑊[𝑙] 𝑏[𝑙]

bias. We use Rectified Linear Unit (ReLU) as our activation
function.

𝐴 = 𝑅𝑒𝐿𝑈(𝑍) = 𝑚𝑎𝑥(0, 𝑍)
We use SoftMax and categorical cross-entropy loss𝑓(𝑠)

𝑖
function to classify chat lines into six grooming stages.
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C. The model was trained for 150 epochs with a batch size
of 10. Adam optimizer was used with a learning rate of
0.001.

Fig. 1. Proposed Deep Artificial Neural Network (ANN) Model summary
used for classifying Grooming Stages.

IV. RESULTS
The CATTbot was trained on 64 chats, validated on

16, and tested on 5, as described above, and the results are
expected to be used to annotate new chats. The ANN results
are described in the Evaluation section below. The
architecture of a CATTbot used for automatic annotation is
described in the Design and Features section.

A. Evaluation
In our experiments, we have tested our 4-layered

Deep Artificial Neural Network performance on validation
set and computed accuracy by running a model for 150
epochs. We split the data into two parts: 64 as training and
16 as validation. During our experiments, we have attained
92% validation accuracy on automatic text classification of
chats into six grooming stages. Figure 2 displays the results
of our proposed model's accuracy and loss.

Fig. 2. Proposed Deep Artificial Neural Network (ANN) Model accuracy
and loss plots on training and validation dataset.



B. Design and Features
The goal of the CATTbot is to help annotate the

conversation. With this in mind, a user can input any line
into it and receive a suggestion on what it should be. We
hypothesize that this method will speed up the annotation
process. The user may also correct the annotation, if the
suggested annotation is incorrect, thus introducing a
potential feedback mechanism that can be used to finetune
the system.

The desired features of the system are listed below:

● Annotation of grooming stages for an inputted
chatline

● Self-learning ability

● Pre-processing non-standard English language terms
(as addressed in the preprocessing stage)

● Timer for coding rounds

As stated in [9], it is suggested that annotation is a
fatiguing process and breaks are recommended, thus we will
keep track of time that an annotator works on a chat and
suggests breaks. The features of the CATTbot tool are shown in
Figure 3.

Fig. 3. CATTbot grooming stages detector system design and features.
First mobile screen shows all the capabilities of CATTbot, second shows
grooming stages classification, and the last one displays the self-learning
feature.

V. DISCUSSION AND FUTURE WORK
Based on our experiments and automatically

classifying 80 PJ conversations into six inline grooming
stages, we found that relationship formation is the most
noted stage of online grooming in a sexual predator
discourse. This is counter to popular opinions on the
centrality of the stage, as sexual predator interactions are
thought to be mostly sexual in nature. It also suggests that
techniques and solutions based on simple keyword searches
for sexual content in chat rooms to detect sexual predator
behavior may not be very efficient. Hence, a classifier that
can create profiles for each stage can be utilized to create an
automatic text-based classifier to recognize online grooming
stages.

Our results are based on a very small dataset.
While they yielded promising findings, there is still much
more work to be done in order to achieve our aim to identify
predators in ongoing live conversation. Additionally, as
shown by [18], the PJ dataset does not serve as a
representative sample of real conversations between
predators and minors. It is expected, however, that trained

on real conversations, our proposed grooming stages
classifier can serve as an input for monitoring ongoing live
predator conversation detectors and help Law Enforcement
Officers (LEOs) by giving them an early warning for signs
of risk conversations.
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